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g: a prime number; g = 225 — 19;

d: an clement of F; d = —lﬂltiﬁﬁjiﬁlﬁ[iﬁ;

E: an elliptic curve equation; —x? 4+ 3% = 1 + dz?y%;

(: a base point; ¢ = (x,—41/5);

I: a prime order of the base point; [ = 2252 4+ 2774231 7777372363535851937T90883648493;
H.: a cryptographic hash function {0,1}* — F,;

H:I"" a deterministic hash function E{l]"q} — E'{ﬂ?q}.
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private ec-key is a standard elliptic curve private key: a number a € [1,[ < 1];
public ec-key is a standard elliptic curve public key: a point A = a(;

one-time keypair is a pair of private and public ec-keys;

private user key is a pair (a,b) of two different private ec-keys;

tracking key is a pair (a, B) of private and public ec-key (where B = M7 and a & b);
public user key is a pair (A, B) of two public ec-keys derived from (a,b);

standard address is a representation of a public user key given into human friendly string
with error correction;

truncated address is a representation of the second half (point 17} of a public user key given
into human friendly string with error correction.

HE Ao F %9 fFAFSItE. EdlAA ofg-3o] 7153t
712 AqEste] o2 42 B 4

[m
£
)
[
-
BN
o o

=2
=
olo
—C:L
rlr
=

MEzQIe] Aol W e, & FAL SET AU A% FAH NS AL 9
B, A4 FAA Fas A dolee] ZANA 131§ 377
2, YW FAAe] @ EdAde 196

[-41:1
il
(LT
Y
&
o
o
et
oL
1>
o

ASHA = wom, 33

=
FAg & Aok FAAE ring

FASEA 94

¥ o\lﬂ o
N

2
2
2
2o
=
0
N
4z
S
flo
o
(e
ol
ok
2
2L
H
o o

AFAQA RERY Fie, 99 238" S, =& AL F AsF44
Q1 identifier/t ¥vi, & M= FA Hoi, $47e] 7}y(pseudonyms)© 2
AR e(untied ERAHL FAstE™E, 1



Public Private

Alice Bob's addr 1 [— Bob's key 1 -

> Boh

Bob's addr 2 pt— Bob's key 2 F

h

Claral
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Fig. 5. Incoming transaction check.
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1.3.4 < 3)& ring signature
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X 78 9= MEZ ring signature &l

13] & ring signature> 4719 €aglE&s E3¢3th (GEN, SIG, VER, LNK):

GEN: takes public parameters and outputs an ec-pair (P, ) and a public key 1.
SIG: takes a message m, aset &' of public keys { P, };., a pair (P, 2.) and outputs a signature o
and a set & = 5" U{Fs}.

VER: takes a message m, a set 8, a signature & and outputs “true” or “false”.

LNK: takes a set T = {I;}, a signature ¢ and outputs “linked” or “indep”.
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Fig. 6. Ring signature anonymity.
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The next step is getting the non-interactive challenge:
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Fig. 7. Ring signature generation in a standard transaction.
1.3.5 #3535 Proof-of-work
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